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Abstract

The fourth quarter delivery, FY’00 for this RTOP is a Security Assessment Tools report.   The security assessment tools are a list of tools that can be used to check compiled and pre-compiled code for potential security weaknesses that could be exploited by hackers.   and, with JPL and NASA approval, provided to the SANS organization to provide access to it by the network security community.
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Deliverable Contents / Attachments

Security Assessment Tools Report on current security tools used to test both source and binary code for security weaknesses.  A description of these tools along with their uses is provided on the JPL Security web site at http://security.jpl.nasa.gov/projects.html and a report on the tools in pdf format can be obtained there.  The report is also accompanying this data sheet.  

The security assessment tools can be used to test various security properties in software code accessed over the network to help secure it from being used as a source of intrusion.  With NASA’s approval, this collection of tools will be made available to the internet community and will be maintained by UC Davis on their web site at http://seclab.cs.ucdavis.edu/projects/testing/tools. 
 A graphic of the web site is depicted below:
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‘Welcome to the Testing Project!

Computer Security Laboratory
Depertment of Computer Science
University of California at Davis

intrusions have shown that applications can enable back doors into otherwise secure systems. Lack of software
ecurity poses a isk to both controlled and non-controlled systems. Data may be lost or corrupted.,

Our base is a set of computers used for development at NASA's Tet Propuision Laboratory. This sidy proceeds in
three phases

irst, NASA/TPL and UC Davis are developing an iniial assessment of systems and application winerabilies to
etermine the areas of greatest security weaknesses. This willIet us select software to develop our methodology
against. It wil also allow MASA/TPL to derive benefit as quickly as possible

These web pages contain information about the project. Please explore them!

Weinberg's Second Law: If builders built b
come along i

ildings the way programmers wrote programs, then the first
i

Matt Bishop
Department of Computer Science
3050 Engineering Uit Il
phone: +1 (530) 752-3060
Jax: +1 (530) 752-4767

mail: bishop@cs.ucdavis.adu
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Figure 1

(RTOP Work – Opening Page)

The opening page describes the project and links to the matrix and other ongoing RTOP activities conducted by JPL and UC Davis.

The web site includes the vulnerability matrix which lists and explains vulnerabilities by name.  It also includes the security assessment tools that can be used to check source code and compiled code for security weaknesses.
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Part 2: Existing Tools

The following are tools that check programs

Brute Force Binary Tester

ical Research Assistant (TARA)

ipwire
Weakness CGI Vulnerabilty Scanner

The paper "A Symbiotic Relationship Between Formal Methods and Security,” by Teannette M. Wing
(Technical Report CMU-CS-98-188, Computer Science Department, Camegie Mellon University, Dec.
1998) discusses the relationship between formal methods and tools. It's an excellent paper!





Figure 2

(List of Collected Security Assessment Tools)

Figure 2 shows the list of security assessment tools.  Some of these tools will check source code for security weaknesses, others will check compiled code for security.  The description of tools and a report on the use of the tools is provided on the Code-Checking Tools link as shown in Figure 2.
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Insuret++, A Source Code Instrumentor

Summary

Tnsure++is a C source code instrumentor that can verify memory accesses. Iris a debugging tool, but
since many wninerabilties result from bugs, it can also be used as a security tool. The source code of the
program being checked is required. Like other tools of this kind, Insure works by adding code that priats
ervor messages when a bad memory access is made. According to Insure's web page, the different kinds
of "bad memory accesses" Insure caiches are

S e me « Memory cotruption due to reading or writing beyond the valid areas of global, local, shared, and
dynamicaly allocated objects.

+ Operations on uniniiaized, NULL, or "wild" pointers

* Memory leaks

+ Errors allocating and fieeing dynamic memory.

* String manipulation errors.

+ Operations on pointers to unrelated data blocks

+ Tnvalid pointer operafions

+ Tncompatible variable declarations

+ Mismached variable types in prinif and scanf argument lsts

S

Tnsure also checks al ibrary function usage for errors. Errors being the following

+ Mismatched argument types or finction declarations
+ Out of range, or otherwise invalid arguments in lbrary calls
+ Errors refumed by library calls





Figure 3

(Security Tool Description and Pertinent Information)

Each tool includes a description of the tool, its purpose, scope, and use along with an evaluation of the tool (Figure 3). The view shown here shows a summary of the tool and its general purpose.
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Notes

Tnsure works on Windows and UNIX-like systems on the 286 architecture.

Pros,

helps secusity personnel and developers find common programming mistakes that account for a
large number of vulnerabiles.
1t looks like a high-qualiy product.

Reauires a program's source code.
‘The Insight web page is very sales-pitchy. It s very difficult to get useful information about the
product. For example, the main page makes the bold claim that i can deteet the following kinds of
"errors":
o Algorithmic errors
© Program opfimizafion
o Program understanding
o Coverage analysis
‘The last three aren't even ervors, they are good things Insure does for the programmer, not
something itis rying to fix. Also, it probably can' fix algorithmic errors the way most programmers
understand the term. For one thing, there is a difference between an algorithm and its
implementation and Insure is only aware of the implementation. In reality, Insure will oy be able to
detect memory access problems and error codes from library finctions
* There are free, although less refined, alteratives. See the URLs below,

Possible Alternatives

Chaperon
Memwatch

ocument: Done

e




Figure 4

(Security Tool Evaluation)

Figure 4 shows additional notes and description of the tool with a list of pros and cons to help programmers determine its potential for use.

The current web site where the RTOP work is located is at UC Davis at http://seclab.cs.ucdavis.edu/projects/testing/.  This web site and the vulnerability matrix database will continue to be updated.  The original site will be preserved on the JPL Network and Computer Security (NCS) web site as well at http://security.jpl.nasa.gov.  

If JPL and NASA approval is granted, the vulnerability matrix will be maintained by UC Davis and the SANS Organization (System Administrators’ and Network Security) and made available for the internet community.

JPL Document Review has reviewed and accepted the UC Davis web site containing the vulnerability matrix and the security assessment tools for external release.
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